Using Malwarebytes Tutorial
This is a program used to destroy malware on a computer.

1. ClickonStart, AlPr ogr ams and f i n-Malwdra to stad thegproggam.e s’° An't

sbvkes' Anti-Malware
|5§H] Malwarebytes' Anki-Malware Help
@ Uninstall Malwarebytes' Anti-Malware

2. Once the program is launched click on the Update tab and click on Check for Updates.
Button to get the latest updates.

Malwarebytes® Anti-Malware =101 x|

? Malwarebytes' Anti-Malware

Destroying malware. one byte at a time.

Scanner I Protection Update | [uarantine I Logz I lgnore Lizt Settingz tore Toolz | About I

4 Malwarebytes" Anti-M alware Updater
- ’ YWelcome to Malwarebytes' Anti-b alware Updater. This allows you to update vour definitions to the latest version.

Current database information:

Drate: 211./2009
D atabaze wersion: 1753
Fingerprints loaded: 68396

Check for Updates

Latest news:
[2411./09] Yerzion 1.34 released.
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3. Click on the Scanner tab and select Perform quick scan and click the Scan button.

Malwarebytes® Anti-Malware -0 x|

/ Malwarebytes' Anti-Malware

Destroying malware, one byte at a time.

Scanner | Pratection I |Ipdate I Quarantine I Logz I |gnore List Settingz tore Tools I Abot I

M alwarebytes' Anti-M alware scanner welcome screen

El"_ll YWelcome to M alwarebytes' Anti-k alware scanner. Pleaze zelect an option below. Befare running a zcan,
- cloze all running applications to ensure a prompt completion.

Select a scanning option below and then click 'Scan'.

f* Perform quick scan

The quick scan will uze Malwarebytes' quick zcanning technolagy ta scan vour system for the most comman bpes of
malware.

" Perform full szan

The full zcan will analyze all hard dives specified by the uzer. This iz the mogt thorough scan available by
b alwarebytes' Anti-h alware.

Scan
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4. This process could take a while so let it run as you use your computer for other tasks.

Malwarebytes' Anti-Malware

f Malwarebytes' Anti-Malware

Destroying malware. one byte at a time.

Scanner | Protection I |pdate | [luarantine I Logs I Ignore List Settings tdore Toolz | About I

=10l %]

10011 Scan in progress

Do111 Malhwarebytes' Anti-M alware iz now scanning your systern with the settings provided. Please wait until the scan is
11010 corplete and the results are shown,

Scanning for infected hles, folders, and mizcellaneous objects.
Objects scanned: 26388
Objects infected: 7

Time elapsed: B minute(z), 11 second(z]

Currently scanning:
CAWIHDOWSAzyztem32iztdole?_tih

FPausze Scan | | Abort Scan
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5. Once the scan is complete a Malwarebytesddialog box appears. Click the OK button

Malwarebytes' Anti-Malwa

\/ Malwarebytes' Anti-Malware

Destroying malware, one byte at a ime.

Scanner | Pratection | pdate I Quarantine | Logs | Ignore Lizt Settings Mare Taols I About |

=101 x|

10011 Scan in progress

00111 M alvwarebptes' Anti-tMalware iz now scanning vour system with the settings provided. Please wait until the scan iz
11010 complete and the results are shown.

. Malwarebytes' Anti x|
Scanning has complet

s feste et 12T \!.J) The scan completed successfully. Click 'Show Results' to display all objects found.
Objects infected: &

04 |

The zcan completed succeszsfully. Click "'Show Results' to dizplay all objects found.

Time elapzed: 20 minute(s

Currently scanning:

Show Results




6. Click the Show Results button. Click the Remove Selected button to remove all the results
in the list.

Malwarebytes® Anti-Malware =101 x|

Scariner | Protection I pdate | [uarantine I Logz I lgnore Lizt Settingz tore Toolz | About I

O Scan results

Below iz a izt of malware that Malwarebytes' Anti-t alware found on thiz system. Close all applications before
k-,_! % remaval as during remaoval certain programs may terminate unexpectedy.

I Wendor Category ltemsz Other Action Taken
Adware.Minibug Registy Fey HKEY_CLASSES_ROOT \minibugtranzp... Mo action taken.
Adware.Minibug  File C:AProgram FileshCommon FileshBeals. Mo action taken.
Adware.Minibug  Reqisty Value HEEY_LOCAL MACHIMENSOFTWARE... Yalue: C:A\Prog... Mo action taken.
Adware.Minibug Registry Key HEEY_CLASSES_ROOTA\Typelibt{3=2... Mo action taken.
Adware.Minibug Fegistry Key HEEY_CLASSES_ROOT I ntefaceh{0d. .. Mo action taken.
Adware.Minibug  Registy Fey HEEY CLASSES ROOTHCLSID%203E... Mo action taken.
Adware.Minibug  Registy Fey HEEY_CLASSES_ROOT \minibugtranzp... Mo action taken.
Hijack.StartMenu Registip Data HKEY_CURREMT_USERMWSOFTWARE... Bad: [1) Good:... Mo action taken.

Remove 5Selected |gnare Save Logfile | bk ain b enu |

| Exsit |

7. A mbam-log Notepad window appears that you can close.

P mbam-log-2009-02-12 (09-37-36).txt - Notepad - O] x|
File Edit Format MWiew Help

Malwarebytes' anti-Malware 1.34 -
Catabase wversion: 1753

windows 5.1.2600 Service Pack 2

2/12,/2009 913736 AM
mbham-1og-2009-02-12 (09-37-36).txT
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8. A Malwarebytes6Anti-Malware dialog box appears that you can click on Yes to continue
to restart your computer.

Malwarebytes® Anti-Malware |

\ i All selected items removed successfully, & logfile was saved to the Logs Folder, Your computer needs to be restarted to complete the
removal process, Would ywou like to continue?




